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Introduction  

Why is Blockchain a Game-Changer?  
Designed to record transactions and track assets in a business network, blockchain is a digitized, 
decentralized, openly shared public ledger that details every value transfer transaction. Blockchains are a 
type of distributed ledger technology (DLT) and 
use DLT to track and trade both tangible (e.g., 
cryptocurrency, land, house, car, etc.) and 
intangible (e.g., intellectual property) assets on the 
blockchain network. Think of blockchain as an 
“appends only” digital ledger, similar to a shared 
spreadsheet record. Because blockchain is based 
on DLT, its data structure can exist in many places 
at once. Theoretically, it is immutable, so it is 
considered impossible to make amendments, and 
users can never delete previously posted 
transaction entries. This approach ensures that 
unauthorized parties can never alter transaction 
details, which instills confidence in all blockchain 
participants. 

 
Source: IDC Directions 2018: Blockchain, Security, and the Future of Digital Trust —Why This Matters Now   

Engendering Digital Trust 
The volume of worldwide transactions is vast and increases daily. Transaction growth is fueled by the 
ubiquity of mobile in-app purchases, e-commerce, online banking and the adoption of mobile as a 
preferred channel for a multitude of users. Unbridled growth, coupled with the system and application 
complexities presented by the Internet of Things and its myriad of devices, helps one recognize that 
payment systems able to scale, support any device type, engender trust, and process transactions quickly 
and efficiently will play a critical role in this digital transformation journey.  
 
Blockchain is the preferred platform to meet these challenges—it supports fast transactions, requires no 
fees or chargebacks, delivers a trusted payment mechanism, and is able to support a variety of devices. 
Because blockchain transcends current instruments of trust, such as checks and credit cards, it is quickly 
evolving from a digital currency infrastructure into the platform that supports digital transformation. Its 
mode of documenting transactions is not only incredibly efficient and secure, but blockchain also 
reduces the common risks during transactions (i.e., fraud and cyberattacks) that increase costs.  The fact 
that blockchain eradicates intermediaries improves its cost effectiveness. Further, it has the power to 
eliminate the time between transaction and settlement. Payment is transferred instantaneously after the 
transaction is completed. 
 
Many companies have communicated their interest in blockchain via recent patent filings.  
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American Express:  The global financial services firm plans the use of blockchain within a personalized 
customer rewards system. Their patent application was published in Oct 2017 by the U.S. Patent and 
Trademark Office; it details a concept regarding customer-specific rewards that include points, a virtual 
currency or specific items tied to a product. Amex would make these offers by analyzing customers’ 
historic spending patterns. Further, American Express and Santander Bank have partnered with Ripple 
to expedite cross-border payments between the US and the UK with blockchain.  
 
MasterCard:  In May 2016 MasterCard applied for a patent to enable faster blockchain-based payments 
processing for their merchants. In March 2017, MasterCard applied for a patent to enable blockchain-
based storage of payment histories between vendors and customers. 
 
AT&T: The telecommunications giant filed a patent for vehicle digital currency payments for connected 
cars in October 2015. 
 
Cisco: The networking conglomerate filed a patent to participate in verifying the identity, safety, and 
trustworthiness of connected devices operating with blockchains.   
 
IDC anticipates that blockchain spending will grow at a robust pace over the 2016-2021 forecast period 
with a five-year compound annual growth rate (CAGR) of 81.2% and total spending of $9.7 billion in 
2021.1 According to a World Economic Forum 2015 survey, 58% of the 800 executives surveyed project 
that 10% of global GDP will be stored on the blockchain by 2027. 
What underpins blockchain’s adoption is its transparency. Transaction records are visible and available to 
all parties. There are four key blockchain tenants readily documented throughout the Internet: 
 

• Consensus: A transaction is not valid unless all participants agree on its validity.   
• Provenance: Participants have visibility into the origin of the asset and how ownership has 

changed over time. 
• Immutability: After transactions are recorded to the ledger, they cannot be altered. When a 

transaction error occurs, only a new transaction can reverse the error. Both transactions will then 
be visible. 

• Finality: To determine the ownership of an asset or the completion of a transaction, all 
participants can view the shared ledger, which represents the indisputable view of truth. 

  

                                                        
1 IDC, New IDC Spending Guide Sees Worldwide Blockchain Spending Growing to $9.7 Billion in 2021, 2018. 
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Blockchain and Risk Mitigation 
Blockchain is the catalyst that will manifest the “trust economy” of the future.  According to Deloitte2 risk 
practitioners in many sectors embrace blockchain’s promise to help organizations minimize, and in 
some cases eliminate, the risks posed by current payment and asset transfer systems. Deloitte stipulates 
that Blockchain is the foundational technology for the future of risk management and cite a business 
value perspective where risk mitigation is an output and technical capabilities related to digital trust 
provide certain enabling inputs. Examples of the three high-level value areas that promote digital trust 
include: 
Efficiency: Blockchain improves efficiency by enabling near-real-time settlement of recorded 
transactions. This removes friction between parties and reduces risk. 
 
Disintermediation: By eliminating intermediaries, blockchain removes trusted third-parties (such as 
banks) from the transaction, allowing two parties to transact directly. Blockchain delivers cryptographic 
proof of asset transfer and payment. 
Audit Trail: 
 
Distributed Ledger - The peer-to-peer distributed network records the history of all transactions and 
shares it will all participants. 
 
Irreversibility – Because the blockchain contains verifiable records of every transaction, it prevents fraud, 
abuse, and manipulation of transactions. 
 
Immutability – Blockchain’s daisy-chained, cryptographic framework prevents the altering of past blocks. 
 
Even while blockchain leverages digital trust to drive efficiencies in business process, as the technology 
matures, organizations that use blockchain may be exposed to new types of risks. Blockchains can be 
public or private, permissioned or permission-less; the openness of the blockchain and the makeup of 
the participant pool (vetted or unvetted) can impact these risk factors. Regardless of the type of 
blockchain, its ability to transfer value without using intermediaries delivers a new business model. 
Ironically, blockchain participants can be exposed to risks that were managed previously by the very 
intermediaries that are now removed from the value transfer process. For this reason, businesses need to 
incorporate protections into their business models. 

The Blockchain Ecosystem and its Plethora of Use Cases 
As of this writing, the most widely adopted application of Blockchain lies in digital currency. In this use 
case, blockchain differs from traditional currencies. No one owns or controls it, and, unlike banks, it 
doesn’t rely on a central monetary authority responsible for monitoring, verifying, and approving 
transactions. Instead, blockchain relies on a peer-to-peer computer network comprised of its users’ 
machines. This is exactly what makes the use of blockchain such an appealing platform for applications 
other than cryptocurrency. Its peer-to-peer architecture combined with its immutability, transparency, 
and disintermediation of “middlemen” make it an ideal platform for the sale and transfer of any value-
based asset. 
 
In a blockchain architecture, participants act as nodes; they share a ledger that gets updated through 
peer-to-peer replication. Whenever a transaction occurs, each node receives transactions from other 
nodes. Because nodes act as both publisher and subscriber, nodes can also send transactions. 
Transaction data is synchronized across the network as it is transferred. 
 
A blockchain network is economical and efficient because it eliminates duplication of effort and reduces 
the need for intermediaries. Because it uses consensus models to validate information, transactions are 
secure, authenticated, and verifiable. These factors make blockchain an ideal platform for recording and 
storing transactions and tracking the movement of any asset across a supply chain. 

                                                        
2 Deloitte,  Blockchain Risk Management – Risk functions need to play an active role in shaping blockchain strategy, 2017. 
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Adoption across the Supply Chain 
Originally developed as a protocol that underpins the virtual currency Bitcoin, blockchains are 
transforming a variety of commercial applications. Blockchain offers enterprises tremendous 
opportunities to boost financial performance and gain greater data quality through its transparent use of 
DLT. The applications for blockchain across industries and supply chains are unlimited.  

 

Source: IDC Directions 2018: Blockchain, Security, and the Future of Digital Trust —Why This Matters Now   
 
The following use cases3 provide insight into how several industries are applying blockchain to gain 
visibility into the origin of goods and materials, the flow of funds throughout the value chain, and chain 
of custody. 
 

Blockchain in Distribution and Services 
Applicable Use Case: Product Quality 
A Chinese multinational e-commerce, retail, Internet, and technology conglomerate is working on 
blockchain-based solutions to improve the tracking and verification of food quality and authenticity. 
Ledgers can track food products by their country of origin. 
 
Applicable Use Case: Container Tracking 
A leading transport and logistics firm is investing in DLT to decrease the cost of trade documentation. 
They estimate that documentation costs can comprise as much as 20% of their transport costs. 

Blockchain in Financial Services 
Applicable Use Case: Improve Trading Data 
An American post-trade financial services company providing clearing and settlement services to the 
financial markets is changing its Trade Information Warehouse for financial derivatives for bondholders 
called Credit Default Swaps (CDS).  A foundational component of this initiative involves using distributed 
ledgers to improve system efficiency. 
 

                                                        

3 IDC Directions 2018: Blockchain, Security, and the Future of Digital Trust —Why This Matters Now, 2018. 
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Applicable Use Case: Transaction Registry Systems 
A major foreign securities exchange is replacing its registry, settlement and clearing system with 
blockchain to reduce costs for customers and replacing their Clearing House Electronic Sub-register 
System (CHESS) for equities. 

Blockchain in Manufacturing and Resources 
Applicable Use Case: Certified 3D Plans 
A military contractor and provider of motion control technology and precision parts has launched a 
blockchain enabled 3D print plan delivery system which helps improve customer confidence in 3D plan 
authenticity and the delivery of the company’s software. 
 
Applicable Use Case: Product Provenance 
An international corporation specializing in diamond exploration, mining, retail, trading, and industrial 
diamond manufacturing sectors is using blockchain ledgers to track diamonds from rough state 
through the supply chain. Supporting the Kimberly Process, details in the ledger also aid in detecting 
and preventing counterfeit product. 

Blockchain in Health/Medical/Life Science 
Applicable Use Case: Healthcare Providers 
A blockchain-enabled, trusted exchange of anonymized health information can provide useful 
perspectives of the overall health of populations over time, generate public health insights, and support 
the move toward value-based patient care. Because individual healthcare providers use different 
Healthcare Information Systems, they are plagued by varying data standards and system 
incompatibilities. Blockchain can improve interoperability between systems and enable distributed, 
secure access to patient health data across the distributed ledger. 
 
Applicable Use Case: Electronic Medical Records 
Today, health care records are generated from many different sources – hospitals, doctors offices, labs—
and are, therefore, disjointed and hard to access due to a plethora of Healthcare Information System 
architectures and standards. Blockchain’s distributed, secured patient digital identities could connect 
the separate systems that store different fragments of patients’ medical records while retaining 
traceability, ensuring that the source of information (i.e., a healthcare practitioner) is known and reliable. 
Using the blockchain private key mechanism, patients would own their medical records and share 
information with health care organizations seamlessly and securely, whenever they desire.   
 
Further, the use of smart contracts would empower patients by creating a consistent, rule-based 
method for sharing their data specifically permissioned to health organizations of their choosing. In this 
manner, patients would own their medical record; healthcare entities would contribute data to the 
record as a rendered service. 
 
Applicable Use Case: Drug Interaction Trials 
Blockchain’s immutable digital ledger documents the origin of compounds and the compositional 
changes applied to them as they traverse through clinical testing and approval phases. The responsibility 
for data management, administration, and security is shared among participants without the need for a 
central server or agent to trust. In this way, blockchains enable life science organizations to focus on core 
competencies without being distracted by matters of data management, data origin, or data ownership. 
In addition, blockchain yields more scalability and security than the prevalent centralized architecture 
with CROs.     
 
Applicable Use Case: Drug Clinical Trials 
Blockchain technology enables accountability and transparency in the reporting process of clinical trials, 
providing secure and synchronized data submission. Blockchain reduces data fraudulence – every 
sequence of report submission is immutable and tamper-resistant resulting in an auditable and 
indisputable record of information. 
 
Applicable Use Case: Medical Billing and Insurance 
Blockchain has many applications in medical billing, a complex process that encompasses claims 
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adjudication and billing management. The primary area of focus is revenue cycle management and 
claims processing. Many large payers are looking at blockchain to disintermediate pricey clearinghouses 
and claims management services and interact directly with the providers. By eradicating all the 
intermediaries, blockchain could transform the revenue cycle by eliminating existing claims process 
steps, simplifying claims processing, shortening the time required for payment processing, and saving 
money. 
 
A second area of interest is reducing fraud around improper medical billing and reimbursements across 
the payer industry. Using blockchain, providers, payers, and patients could verify and authorize care and 
contract information and processes and eliminate the administrative back-and-forth between multiple 
parties. Increasing transparency and efficiency would lower administration costs, enable faster claims 
processing, and reduce revenue leakage. 
 

Blockchain in the Public Sector 
Applicable Use Case: Smart Cities 
The largest and most populous city in the United Arab Emirates (UAE) is actively investing in advanced 
technologies and blockchain to reduce costs and improve services delivery. The government is investing 
in digitizing records to save more than $1B in clerical and transaction expenditures. 
 
Applicable Use Case: Identity and Financial Inclusion 
An estimated 1 billion people do not have the identification necessary to open bank accounts. May 
countries lack secure and trusted records to track the ownership of assets, such as land and real estate. 
The UN and national governments seek to improve identity and record keeping with blockchain. 

Barriers to Adoption 
The present state of blockchain presents a singular challenge: scaling. Financial Services institutions have 
invested millions of dollars to create transaction architectures that process thousands of transactions in 
milliseconds, while meeting compliance and auditing mandates.  Blockchain networks that exist today 
cannot process the transaction volumes demanded by financial services, IoT, and other applications. 
Without appropriate scaling solutions, transaction costs will be too high and latencies too long to 
compete meaningfully with proprietary transaction processing networks. 
IDC projects that business transformation as it relates to full adoption of blockchain will occur in three 
phases. Enterprises will first embrace blockchain ledgers, then distributed ledgers, and finally smart 
contracts. The following section provides an overview as to why this is. 

 
Source: IDC Directions 2018: Blockchain, Security, and the Future of Digital Trust —Why This Matters Now   
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Earlier in this paper we said that blockchains are a type of distributed ledger technology (DLT). Every 
blockchain is a distributed ledger, but not every distributed ledger is a blockchain. Although each 
requires decentralization and consensus among nodes, the blockchain organizes data in blocks, and 
updates the entries using an append-only structure.  A distributed ledger is a type of database spread 
across multiple sites, regions, or participants, and DLT processes, validates and authenticates 
transactions. Records are stored in the ledger once consensus is achieved and records are timestamped 
and assigned a unique cryptographic signature. Because each participant node of the network updates 
itself independently, every participant on the distributed ledger can view the records at any time. 
 
A blockchain is a sequence of blocks, but distributed ledgers are not. The nature of the blocks enables 
blockchain to determine rules for a transaction and even create a smart contract. Smart contracts are 
the governance mechanism for the Blockchain Network; they act as an agreement or a set of rules that 
govern business transactions. Smart contracts are stored on the blockchain and executed automatically 
as part of a transaction to provide security comparable to traditional contract law while reducing the 
costs and delays associated with traditional contracts. 
 
At some point technology will converge to unite distributed ledgers, which offer better scaling options, 
with blockchain, which enables smart contracts. That may well present the tipping point for global 
blockchain adoption. 

Testing the Blockchain 
Blockchain is a foundational technology based on participant trust—the blockchain will be successful 
only if stakeholders are willing to join the blockchain ecosystem. To engender this trust, testers need to 
ensure that blockchain components work correctly and that any relates applications delivered to the 
blockchain fabric interact in a trusted fashion. Because software quality is essential to all elements of any 
value transfer in the blockchain, testers should follow a best practice-based suite of testing approaches. 
Here, we focus on only three approaches: API, Functional, and Performance Testing. 

API Testing 
Depending on the application, API testing needs to address the interaction of applications into and out 
of the blockchain ecosystem. Because a blockchain can emit events, external calls or events from 
external systems can trigger blockchain activity. Consider a transaction submitted to an API. The 
transaction must be validated against specific rules to generate an update order which the blockchain 
then distributes. The API then receives a confirmation that the blockchain has been updated. Testers 
must validate the interaction of applications into and out of the blockchain ecosystem at every process 
step to validate that API requests and responses are formatted and handled correctly. 
 

Functional Testing 
As blockchain evolves into new application areas, functional testing of basic blockchain components as 
well as the holistic ecosystem is essential. Functional testing assesses use-case scenarios and related 
specific business processes, such as the behavior of smart contracts.  
Blockchain components that testers want to consider include: 
 
Block size: Block size will likely vary based on the application of the blockchain. Hence, the payloads in 
the block will vary in size as well. For many blockchains, less than 100 bytes of each block is designated 
for non-payload.  As of this writing, there is currently a fixed maximum limit of 1MB per block for 
Bitcoin.  The point is, testers need to evaluate how changing block size impacts behavior. What happens 
when the amount of new data going into a block exceeds the maximum block size for that blockchain 
application. How will the block be handled?  Remember that multiple transactions can be assigned to 
one block.   
 
Chain size: The expectation of blockchain is that it provides an immutable and complete record of every 
value transfer transacted on the chain, so theoretically, the size of the chain is unlimited.   
 
Data transmission:  Due to the peer-to-peer architecture of blockchains, it’s important to validate that the 
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encrypted and decrypted data transmission process works flawlessly. A critical test scenario is to make 
sure that no data is lost. 
 
Adding a block: Whenever a transaction is authenticated, testers need to validate that a new block is 
added to the chain.  Remember that the chain is immutable. It’s important that whenever a new block 
is added that it be added in the correct manner, because it can never be changed. 

Performance Testing 
As blockchain evolves, the participant user experience focuses as much on trust as transaction 
processing speed. Therefore, performance test should be applied to blockchain based on the 
perspective of a client app end user, responses required from smart contracts, and system interfaces.  
Performance testing in blockchain includes identifying performance bottlenecks, defining the metrics 
for tuning the system, and assessing whether the application is production ready. 
 
QA should also apply test against any execution services provided by the extended blockchain to assess 
the impact of multiple data consensus failures and/or updates across nodes. Testers should anticipate 
variances in their performance test, because latency will vary by the size of the P2P network on which 
the blockchain exists and the size of the transactions. Scenarios can be further influenced by data type 
and server locations. Automated performance testing is key to assessing the overall scalability of the 
blockchain ecosystem. End-to-end scenarios need to combine all aspects across the blockchain 
ecosystem and should include compound testing with multiple endpoints. 
 
The shared ledger powers the blockchain—it needs to reflect the same sequence of transactions at every 
node. As latencies between different consensus protocols may vary, testers need to perform peer/node 
testing for the consistency and performance of transactions posted as new blocks. They will also need to 
ensure that transactions get posted in the proper sequence to ensure that the integrity of the network 
and the share ledger are maintained. 

Conclusion 
Blockchain is an emerging technology that offers applications far beyond that of secure payments. As it 
evolves into a platform for digital transformation, blockchain offers a disruptive and cost-saving 
alternative to the current centralized transaction and record-keeping mechanisms that exist in global 
organizations today.   
Among its many potential applications, blockchain is being evaluated by government, healthcare, 
manufacturing, supply chain, and many other industries. As with any new technology, the success and 
adoption of blockchain is predicated upon its scalability. With blockchain, however, trust in consensus is 
fundamental to the integrity and consistency of every blockchain transaction. Continuous testing is an 
essential pillar for establishing trust and includes the testing of APIs as well as thorough functional and 
performance testing.    
 
  



 

11 
 

Neotys Whitepaper – Blockchain Best Practices 

About Neotys 
The success of your digital strategy relies on your ability to deliver fast and reliable software, regularly. 
Creating great software quickly, using an optimized performance testing process is your competitive 
advantage – Agile and DevOps are part of the solution.	
  
Neotys has nearly 15 years of development investment into NeoLoad – the performance testing platform 
designed to accelerate Agile and DevOps processes. It’s built by engineers who recognized that to 
achieve their Agile adoption objective; they needed to create a product that could facilitate superior 
load and performance testing continuously.  
 
The end result – up to 10x faster test creation and maintenance with NeoLoad.  
 
We genuinely believe that the Performance Engineer can become the critical application performance 
partner providing the best testing coverage while respecting the cadence of the Continuous Delivery 
process. As performance becomes the responsibility of the wider team, continued delivery of an 
optimized performance testing platform is what drives our work every day. 
 
 
 
For more information about Neotys and 
NeoLoad visit: www.neotys.com or 
contact sales@neotys.com 
 
 
Neotys and NeoLoad are registered 
trademarks of Neotys SAS in the USA and 
others countries. All other trademarks are 
the property of their respective owners. 
Copyright © Neotys. All rights reserved. No 
reproduction, in whole or in part, without 
written permission. 


